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Abstract: In this paper we present a new fair off-line electronic cash system which is able of
coin tracing and owner tracing. The anonymity of the system can be revokable under certain
conditions by an off-line trusted third party. In our scheme the trusted third party verifies the
bank's signature of the e-coin and then records the tracing information, which is different from
conventional electronic cash system.
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1. Introduction

Chaum [7] proposed in 1982 the first electronic payment system based
on the technique of blind signatures in order to guarantee the privacy of
customers. This complete anonymity of electronic cash system can be used for
blackmailing or money laundering. Von Solms and Naccache showed in [14]
that anonymity could be used for blackmailing or money laundering by
criminals without revealing their identities.

The concept of fair electronic cash system was put forth independently
by Brickell [2] and Stadler [15]. It offers a compromise between the need of
the privacy protection of customers and effectively preventing the misuse by
criminals. On one hand, the bank and the merchant can not obtain the identities
of customers by themselves. On the other hand, in the cases where there are
suspect criminal activities (e.g. blackmailing or money laundering), the trusted
third party, with the help of the bank, can revoke the anonymity of the
customer or the coin.

Based on the system of Brands [1], Brickell proposed a fair electronic
cash system [2], in which a trustee must be involved in the transactions.
Camenisch extended his anonymous payment system [3] to be a fair payment
system [5]. Frankel, Tsiounis and Y ung proposed a fair off-line electronic cash
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system [8] which need more communication among the bank, the customers
and the merchants,

Also, electronic payment systems with revocable anonymity have been
proposed in [6], [10], [11], [13]. In these payment systems trusted third parties
are able to revoke the anonymity of the customers in case of suspicious
transactions. When illegal acts like blackmailing are disclosed, the trusted third
party can block various attacks on payment systems by tracing the coins or the
customer.

In this paper, we propose a new fair off-line electronic cash system. The
anonymity of users can be revoked in our double spending resistant system and
our system has the ability to trace both the electronic coin and the owner of the
electronic coin.

This paper is organized as follows. In section 2, we present our fair off-
line electronic payment system. Furthermore, we discuss the security of this
system in section 3. Finally, we conclude the work of this paper in the last
section.

2. Our fair off-line electronic cash system

An electronic cash system is composed of a set of protocols in which
three participants are involved: a customer, a merchant and a bank. Basically,
three protocols are included in an electronic cash system: withdrawal protocol
involving the customer and the bank, payment protocol involving the customer
and the merchant and deposit protocol involving the merchant and the bank. In
our payment system will be added one more party, the trusted third party, and
two more protocols acted between the bank and the trusted third party:
customer tracing protocol and coin tracing protocol.

2.1. System parameters
The system parameters consist of a large prime p, a large prime factor g

of p-1and an element g e Z’, of order q.

TheTrusted Third Party:
The trusted third party executes the following to setup his parameters:
1. Selectrandom secret x €Z,.
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2. Cdculate y, = g™ (mod p) .
3. Thepublic key of the trusted third party is vy, .
4. The corresponding secret key is X .

The Bank:
The bank executes the following to setup his parameters:

Select random secret x, € Z,,.
Cdlculate y, = g™ (mod p)

The public key of the bank is y, .
The corresponding secret key is X, .

A wDd P

The Customer:
The customer executes the next steps to setup his parameters:

1. Select random secret x, € Z,

2. Cdculate y, = g™ (mod p)

3. The public key of the customer is y,
4. The corresponding secret key is x,

2.2.TheWithdrawal Protocol
The withdrawal protocol involves the customer and the bank in which
the customer withdraws an electronic coin from the bank.
The customer must to perform the following subprotocol with the bank:
1. The customer sends his e€lectronic cash  requirement
m= H (withdrawal require|| ID |[|time) to the bank, where ID is the

identity of the customer and H is a collision-resistant hash function.
Then, the customer sign the message m using the signature scheme of

Nyberg-Rueppel [12]: r=mg“(mod p), s=xr+k(modqg), where
keZ,. The customer sends the signature (r,s) to the bank.

2. The bank checks that the following equality holds: m= g~°y;r(mod p) .
Then, the bank uses blind Nyberg-Rueppel signature [4] to sign the e-
coin: selects k e Z, and computes r= gR(mod p) . Also, the bank sends

r to the customer and stores r linked with the customer's identity.
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3. The customer establishes a coin ¢, randomly selects a,feZ,,

computes r, = cg“Fﬁ (mod p) and blind the e-coin by computing
c'=r,4'(modq) . The customer sends the value c¢' to the bank.

4. The bank computes s=c'x, +k(modg) and forwards s to the
customer.

5. The customer computes § = 5,6’ +a(modq) . The pair (r,,s,) isavalid
e-coin signature issued by the bank.

The customer has to perform the following subprotocol with the trusted third
party:
1. The customer sends (c,r,r,,s,) tothetrusted third party.
2. The trusted third party verifies the signature of blinded coin:
g ®ygr, =c(mod p) . The trusted third party chooses a random number
k. €Z, and computes: r, = cg“(mod p), s = XTI, +k (modg). Finaly,
thetrusted third party sendsthe pair (r,,s) to the customer.

The e-cash is represented by thetuple (c,r,,s,.1,.S) -

2.3.The Payment Protocol
The payment protocol involves the customer and the merchant in which
the customer pays the electronic coin to the merchant.

1. The customer sendsthetuple (c,r,r,,s,) tothe merchant.
2. The merchant verifies the validity of the signature (r,,s,) by checking
that the following equality holds:
g >y, =c(mod p) 1)
3. The merchant verifies the validity of the signature (r,,5) by checking
that the following equality holds:
gy, =c(mod p) )

If the equalities (1) and (2) hold, then the merchant will accept the coin from
the customer.
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2.4. The Deposit Protocol
The deposit protocol involves the merchant and the bank as follows (the
merchant deposits his electronic coins to the bank):

1. The merchant sendsthe e-cash (c,r,,S,,1,,S) to the bank.

2. The bank verifies the validity of the e-coin using the same operations as
the merchant (see steps 2 and 3 from subsection 2.3).

3. The bank checks whether the coin has been double spent. If the coin
was not deposited before, the bank accepts the coin and will deposit the
e-cash to the account of the customer. Then the merchant sends the
goods to the customer.

If the coin was deposited before, then the bank requests the trusted third
party that the identity of the dishonest customer to be revoked.

2.5. The Customer Tracing Protocol

The customer tracing protocol involves the bank and the trusted third
party. This protocol is used to determine the identity of the customer in a
specific payment transaction. Money laundering can be prevented from
detecting the identity of theillegal customer in this protocol.

The customer tracing protocol is as follow:
1. Thebank sendsthe e-coin (c,1,,Ss,.1,,S) to thetrusted third party.

2. The trusted third party verifies the validity of the e-coin using the
same operations as the merchant (see steps 2 and 3 from subsection

2.3) and then sends r to the bank. Note that r is linked with the
coinc.

3. The bank can find the corresponding customer from his database
(saved in the withdrawal protocol).

2.6. The Coin Tracing Protocol
The coin tracing protocol involves the bank and the trusted third party.
This protocol determines the e-coin in the case when the blackmailing occurs.
The blackmailing can be prevented in this protocol.
The coin tracing protocol is as follow:
1. The customer sends hisidentity, ID, to the bank.

2. Thebank sends r to the trusted third party.
3. The trusted third party finds the corresponding coin ¢ and then sends
the coin c to the bank.
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4. The bank can regject the coin c.

3. Security Analysis
We will analyze the security of the proposed fair off-line electronic cash
system in this section.

Theorem 1. If the blind signature scheme is secure against forgery then
the proposed e-cash systemis secure against forgery of the coin.

Proof. If a dishonest customer tries to forge a valid e-coin, he must to
generate a valid blind signature of the bank, (r,,s,). Since solving a discrete
logarithm problem is infeasible (i.e. from the public key of the bank,
g (mod p), the customer can not compute the secret key of the bank, x,) we
can say that the forgeability of the coin isimpossible.

Theorem 2. The anonymity of customers can be removed with the
cooperation between the bank and the trusted third party in certain special
cases.

Proof. The trusted third party records each pair (c,F) in the withdrawal

protocol and r islinked with the identity of the customer. He can checksin his
database the tracing information and providesit to the bank.

Theorem 3. The proposed fair off-line electronic cash system can protect
the customer's privacy and keep the system anonymous.

Proof. Since the blind Nyberg-Rueppel signature (r,,s,) can not give

any information for the coin c, the bank can not link the blind coin with the
identity of the customer. Therefore, it is infeasible for the bank to trace honest
customers without the help of the trusted third party. Also, in the payment
protocol, the merchant can only verify the e-coin of the customer and the
identity of the customer is anonymous.

4. Conclusion

In this paper we proposed a new fair off-line electronic cash system with
anonymity revoking trustee. Customer's anonymity can be removed by
proceeding owner tracing and coin tracing under cooperating of the bank and
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the trusted third party. The security of our system is based on the discrete
logarithm problem.
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